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NCP Commander supports Bluetooth mesh features. You can issue Bluetooth mesh commands manually in the Smart Console, or
use the interactive host provisioner feature to provision and configure mesh nodes and manage mesh networks, instead of using a
Bluetooth mesh mobile application. To use the Bluetooth Mesh features, create, build, and flash the device with an NCP example
supporting Mesh features, such as Bluetooth Mesh - NCP Empty. This section provides a summary of host provisioning. For
details, see Bilicon Labs Bluetooth Stack v3.x and Higher in Network Co-Processor Modd.

To start using the host provisioner, select either Provision or Networks & Nodes on the left menu, and click Initialize as Provisioner.
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3} Address: BAE3:F9:C5:92A1 | Firmware: 8.0.0-135-g3123259232 Reset Device | J-Link Silicon Labs (440311300)

Command «

If you do not have a network from a previous configuration or have reset the provisioner node, you must create a new network with
Create New Network.

To provision devices, select Provision on the left menu, and click Start Scan in the right panel. The devices that are transmitting
unprovisioned beacons are shown in the Discovered Devices section. Click Provision next to the device you want to provision.
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® 0 siliconLabs CE:FC:69:DASF 14:D0E4AEGBAT10:E1:21 F3:E6 0 8:49:36,824
Records perpage: 5 + 1-10f1
Provisioning Preferences
Selected Network SiliconLabs (Index: 0}
Use Custom Unicast Address D
If enabled, nodes will be assigned this or the next closest unused address during provision
Discovered Devices
Clear Devices
uuip * Bluetooth Address RSS! (dBm)
« 2EAAT7SFB-8C62-BC5A-9E43-0B26F8499356 B4:E3:F9:C5:92:E8 99
8:49:37,6
Records per page: 10 ~ 1-10f1
‘ Command « >

Firmware: 8.0.0-135-g

J-Link Silicon Labs (¢

Before configuring provisioned devices, you may need to create application keys and groups. Application keys, groups, and other
network settings can be managed in the Settings tab of the Networks & Nodes menu item.

To configure provisioned devices, select Networks & Nodes on the left menu. Provisioned devices are shown in the Provisioned

Devices section

of the Settings tab. Click Configure.
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12:4:10,380
0 AppKe 4:27:9E:8B:4E:34:76:9F:A6:E6:10:2E:BD:BB:18:17
f 73 1 X sLbtmesh_node_get key_count(1) - E
e 12:410,420
Nodes (Provisioned Devices) | slbtmesh_rsp_node_get key_count(0, 0) -
12:4:18,949
« sl_btmesh_prov_create_appkey(0, 0,) - o
Name uuip Address 12:4:18972
Mesh Node 2EAA7SFB-8C62-8C5A-9EA3-0B26F8499356 0x2005 ®  slbtmesh_rsp_prov_create_appkey(0, F4279.. ~
Records perpage: 5 ¥ 1-10of1
Command « ‘
Key Refresh

Reset Device

This opens a Mesh Node tab in which you can add an application key. Once you have added the key, the interface changes to
include a Get DCD control (not shown). Click Get DCD to configure all the Models available on your node(s), bind to app keys, set
publishing or subscription to groups, fine tune parameters, and so on.
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a Settings
¥ Address: B4:E3:F9:C5:92:A1

To configure the host provisioner, first initialize models using Initialize Client Models.

“# Light Lightness Server 0x1300 A~

List Bindings €7

Bound Application Keys

Bind new: No App Key available to bind
Bound: AppKey (#0) €3
Publish Get Publish ¢

Select an Address Salect an App Key

Group (0xc000) Q- AppKey (Index: 0) D g
| Retransmission count Retransmission interval Publication period Time-to-dive

500 ms 1000 ms 10
Set Publish

With App Key: AppKey (#0)
Retransmission count: 5
Retransmission interval: 100 ms
Publication period: 1000 ms
Time-to-live: 10

Unassign Publish

Firmware: 8.0.0-135-g312.
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3157

=]

Command

&
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ﬁ Pibogur-Cental Initialization is required to use the Provisioner's models. el:imec prov clenie ot oi(0:) =
'*- BLE Connections
B Local GATT -
& Security Manager O Bind an Application Key
Storage & Test Models can only use bound App Keys to send and receive messages. Received model events sl_btmesh_node_get_key(0, 0, 1) - E':
@} Persistent Storage can't be decrypted unless the key used to encrypt the event is also bound to the receiving e
model. 5:22:40,585
M\, RF Regulatary Test #®  slbtmesh_rsp_node_get_key(0, 0,0, CECC61... v
Bluetooth Mesh Select an Application Key - w ‘ =
522:40,675
@ Provision
O Optional: Subscribe Models sl_btmesh_node_get_element_address(0) - E:
A\ Networks & Nodes
- = Provisioner Models can listen to group events only if they are subscribed to the group’s 10,701
I 1535 Modsls address. &  slbtmesh_rsp_node_get_element_address(0,.. ~
15:22:56,570
Select a Group - m
&« ! sl_btmesh_prov_create_appkey(0, 0, ) - E.':
o AP| Reference | sl btmesh_rsp_prov_create appkey(0, 16549.. ~
Smart Console
Command « >

a Settings

3} Address: B4E3:F9:C5:92:A1

Firmware: 8.0.0-13

Raset Device | J-Link Silicon Labs (4-

Bind an application key to the models and, optionally, subscribe the models to a group. When configuration is complete, click

Done.

The Show Nodes tab is displayed. Click Get DCD to configure all the models available on your node(s), bind to app keys, set
publishing or subscription to groups, fine-tune parameters, and so on.
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Firmware: 8.0.0
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Bluetooth LE ﬁ Show Nodes Show Groups Smart Console
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Q, search E e
O | i Network:  SiliconLabs (Network Index: 0) - CIC
ﬁ Discover - Central sl_btmesh_test_bind_local_model_app(0,0,6.. = Eln
's Model C
'*- BLE Connections 15:31:50,796
Bound App Keys Subscribed Groups
sl_btmesh_rsp_test_bind_local_model_app(0]
EB LocalGATT AppKey (#0) €, Group (0xc000 E E w0~
i 15:31:50,888
ﬁ Security Manager Preferred key: No preference e
Storage & Test sl_btmesh_test_bind_local_model_app(0,0,6.. ~ l‘EHI,
Persistent Storage c s
@ d Collapse All ~  OpenAll v 15:31:50,918
"\, RF Regulatory Test P sl btmesh_rsp_test bind local_model_app(0) ~
Bluetooth Mesh Mesh Node %2005 TETT
5 3,19
Provisi H
@ rovision Node's model list is unknown 2 g
};\ Networks & Nodes Get the node Device Composition Data
1531
Q- Models
I3 =
1531
« = &
{} scripts 15:31:53,304
o AP| Reference |  slbtmesh_rsp_test add_local_model sub(0) -
33 smart Console
Command « >
Q Settings

Reset Device

#$ Addre

After listing, you can Get or Set the server states of the node(s).

) NCP Commander (440311300) X
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A Show Nodes
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C\ Synchronization
ﬁ Discover - Central
-*- BLE Connections
B Local GATT

a Security Manager
Storage & Test

@ Persistent Storage

'\, RF Regulatory Test
Bluetooth Mesh

@ Provision

‘{i‘ Networks & Nodes

I Q Models

«

{} Scripts
o API Reference
(3 smart Console

* Settings

| 3 Address B4

Show Groups

Smart Console

Search = 2 ;[ H
Mesh Node 0x2005 Q x & e &
sl_btmesh_test_bind_local_model_app(0,0,6.. ~ CJ
Element 0 (Primary) 0x2005 ~
oo Generic OnOff Server &  sl_btmesh_rsp_test_bind_local_model_app(0) ~
MID: 0x1000
9:58:5,864
3:f:ff sl_btmesh_test_bind_local_model_app(0,0,6.. ~ CJ
958
—, Generic Level Server &  sl_btmesh_rsp_test_bind_local_model_app(0) ~
(_) MID: 0x1002
Lavel Unknown sl_btmesh_test_add_local_model_sub(0, 655.. = EID
Int16
o o * ® #E sl btmesh_rsp_test add local_model_sub(0) ~
Configuration Server Health Server Firmware Update BLOB Transfer Server =
MID: 0x0000 MID: 0x0002 Server MID: 0x1400 8166
MID: 0x1402 sl btmesh test add local model sub(0, 655.. ~
i o 9:58:9,195
Light CTL Server Light CTL Setup Server ‘Generic Default Generic Power OnOff F sl_btmesh_rsp_test_add_local_model_sub(0)
MID: 0x1308 MID: 0x1304 Transition Time Server Server
MID: 0x1004 MID: 0x1006
Command « o

Click Set to set the current state of the selected server of the selected node.
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/‘ Mesh Node / Element 0 - Generic Level Set

Application Key Select an App Key
Key used to encrypt the request ippﬁ!}* (Index 0)

Select a Request Type

Request Type Generic level set

Level
int1e

Serialized Parameters

Parameters above converted to two's samplement and
little endian

[C] Response required

Flags
[] Default transition timer

Transition Time

Send Request [EELLE]

Click Get to get the current state of the selected server of the selected node.

<" Mesh Node / Element 0 - Generic Level Get

Application Key Select an App Key
Key used o enerypt the request  AppKey (Index 0)

Select a Request Type

Request Type Generic level get

On the Show Groups tab, you can Set or Get the Server Model(s) states on a Group level.
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: Q Search = = I=l= :
O | d Network: ~ SiliconLabs (Network Index: 0} - CC
ﬁ Discover - Central sl_btmesh_test_add_local_model_sub(0,655.. ~ 1
r's Model C
'*- BLE Connections 9'58'976
Bound App Keys Subscribed Groups
sl_btmesh_rsp_test_add_local_model_sub(0) ~
BB Local GATT Appkey (40) €, Group (0xc000 = :
Security M: 9:58:9,166
ﬁ ecurity Manager Preferred key: No preference
Storage & Test sl_btmesh_test_add_local_model_sub(0, 655.. =
g 1_b dd_lecal_model_sub a
@ Persistent Storage
Collapse All A OpenAll v
"\, RF Regulatory Test -
Bluetooth Mesh Group  Oxc000 2] 10
@ Frovision l |_btmesh ric_client_set(8197, 0, 4099, [m]
Generic OnOff Server = sl_btmesh_generic_client_si A o O
A\ Networks & Nodes L MID: 0x1000
I O Models e Ll -
= Generic Level Server .
@ o
&« sl_btmesh_generic_client_get(8197, 0,4099, .. ~ .EHI,
{} scripts 96
© ~PiReference &  slbtmesh_rsp_generic_client_get(0) >
33 smart Console
Command =
° Settings

¥ Address: B4 Firmware: 8.0.0 S J-Link Silicon Labs (440

In Settings, if the Reset Mesh Node before Initializing as Provisioner option is enabled, the host provisioner does a factory reset
(the sl1_btmesh_node_reset() command) on the NCP target device before initializing the node. Clicking Clear Data next to
Remove all locally saved mesh data removes the network and application keys that were configured during initialization.

=8
Bluetooth LE Automatically Respond to all User Type Characteristic Write Requests O Smart Console
@ Advertise
Bluetooth Mesh Settings - S h = T E :
O Synchronization = Q. searc x B ® @
9:50:46,937
ﬁ Discover - Central Reset Mesh Node before Initi g as Provisioner
Call si_btmesh_node_reset(] 1o clear mesh data on the Provisiuner sLbt system: reset(n) = B
'*- BLE Connections
B Local GATT P .
(* Default Timeout = 3000 ms E ,0,0,135,33882112.. ~
ﬁ Security Manager =3 =
9:50:47,345
Storage & Test C' LPN Timeout 8000 ms 9:50:47
sLbt_system dentity_address| o
@ Persistent Storage Lbtay getl L 0 T o=
Auto-retry failed commands if possible 9:50:47,356
7\, RF Regulatory Test y Fosst O gl
Retries config_client commands on possibly recoverable errors, e.g. timeouts
Bluetooth Mesh | slbtrsp_system_get identity address(0, B4:.. =
@ rovish Remove all locally saved mesh data s
rovision Delete names of known devices, application keys, networks and groups from NCP Commander 9:50:47.449
A Networks & Nodes Save Sacurity Keys sl_bt_system_get_version() - 2
Q- Models Exnort currently used encryption keys to e them e.q. in Network Analyzer Exholtiey
Command v >
API Settings -
«
Load custom API XML
{} scripts
o API Reference i v
33 smart Console Bluetooth API 810
I £ settings Version 5.0.1

® Addre: E3:F9: Firmware: 8. Reset Device nk Silicon Labs (
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